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I ORAFIZ SOV TIIRE LRV,

6.3 BT OF DM OE IR ITIE

6.3.1 ABSED T —H A 7

A CA DABREEIZHSWTIZ CPS 1621 B E Y 2 —/LOFEHER LUEEL O LB Th
Do

FIRMEZE ORGSOV TITEE LRV,

6.3.2 FLA ks L VAR O A Zh IR

A CA OFLA#EE X OVABEEO AL 20 FELLTF &35,

FIHFE ORAFZ DOV TITBUE LRV, 7236, A& CA 23FATT 2RI HEFEHE O A LI
X5 ELUTET D, 72720, XA LAX U TREHEC OO I Z 5 45 6 7 H L
TET 5,
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6.4 EVE(LT —#

6.4.1 IEM LT — & DA E L O E
ARIHIZHOWTIX, CPSIZHET 5,

6.4.2 IEVEALT — & OfE
ARIHIZHOWTIX, CPSIZHET 5,

6.4.3 iEMEALT — & OO E JE A
HIE L7,

65 A E2—XDEX= T 4 EH

6.5.1 At a—XtvXxa T 28T D HEMHEH
ARIEIZHOWTIX, CPSIZHET 5,

6.5.2 2 Ea—XtXa VT ¢ il
AZOWTIE, CPSIZHET 5.

66 A7V A I NtXa )T ¢ &

6.6.1 > A7 AR AR
ARIEIZDOWTIE, CPSIZHET 5,

6.6.2 ¥V T ¢ EAEH
ARIEIZDOWTIE, CPSIZHET 5,

6637 A 7V A7 NEx2 YT EH
AIEIZOWTIE, CPSICHET %,

6.7 %y NT—27tXa 5 &8
ATEIZOWTIE, CPSIZHET %,

6.8 XA LAR LT
ARIFIZOWTIE, CPSITHET 5,
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7. iFAER IO CRLO Y2 7 7 A )L

T1iFHES T 7 7 (L
CAFFRAEDO a7 7 A )L

AT NE Critical
version (X.509 FEE NN—T = ) Version 3 -
serialNumber (REBFET U 7L 3%EH) ) 123456789abedef0 -
signatureAlgorithm UTDOWTNNEERE

(C >y A= WS shalWithRSAEncryption
sha256WithRSAEncryption )
sha384WithRSAEncryption
issuer countryName ([E) Jp
(FATHE) organizationName GRH#%) UTFOWTNEERE
SECOM Trust Systems CO., LTD.
SECOM Trust Systems Co., Ltd. -
organizationalUnitName A CA @ organizationalUnitName % g% 7€ A
(RER HRAL) HE
commonName (CN) A CA @ commonName % §%E
validity notBefore FEREEA RTOREZIT 1 H AN O
(A 2R (A ZhPEBH LA B IRF)
notAfter A CP T6. 3. 2 A it X OVABREED A 20 _
(A ZERE T BIRF) ) CHE
subject countryName ([E]) JpP
(FERE) organizationName CfH%) LLFOWT N E2RE
SECOM Trust Systems CO., LTD.
SECOM Trust Systems Co., Ltd. -
organizationalUnitName 7% CA @ organizationalUnitName % #% € A HE
(RHkk HAAT)
commonName (CN) A CA @ commonName % Z%7E
subjectPublicKeyInfo FRE D RSA ABAGE
(R AP W) (RSA2048bit & 7= RSA4096bit) i

PLARAEI WA

subjectKeyldentifier FRE OB SRR+
(TR 1) (=R ABRgED 160bit SHA-1 /Ny &= N

{[:V)
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keyUsage ($EA %K)

keyCertSign GEHHE~DE4)

Y
cRLSign (CRL ~DE4)
basicConstraints (EAHIK) TRUE (CA TH %) v
FAEIFREDO Y 7 7 A L
FEARGE I N Critical

version (X.509 fFAAE N N—T g V)

Version 3

serialNumber (GERAE U 7 L3%&5)

) 123456789abcdef0

signatureAlgorithm

(BLHT LT X L)

UTFOWTna ) E
shalWithRSAEncryption

sha256WithRSAEncryption

issuer countryName ([H)

JP

(FEATH)

organizationName ()

UTFOWTna ) E
SECOM Trust Systems CO., LTD.

SECOM Trust Systems Co., Ltd.

organizationalUnitName

(AL FLAL)

A CA @ organizationalUnitName % 5% & A HE

commonName (CN)

A< CA @ commonName % Z%7E

validity notBefore AEBIEEA LT O IRFZ) T 48 IR LA O fE
(FZ0IRR) (A2 PEBH A A )
notAfter A CP 16.3.2 A HES L OABEEOH M i
(AR T A IE) M) CHE
subject countryName (JE]) JP
(F=EHE)

stateOrProvinceName

(B IE I I

HER A (A7 a ]

localityName  (7fi XETA})

MRk %4 [4F7 v =2 ]

organizationName CRHf%)

A

organizationalUnitName

GrLikgk AL

AL (A7 3 ]

organizationalUnitName

GrLikgk AL

MR HEAL  (EEICEETRE]

organizationalUnitName

MR HEAL  (EEICEETRE]
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GrAL# HEAL)

commonName

MMAEA

serialNumber (3 V 7 V& 5)

VY T NEE ERICHEEEE]

subjectKeyldentifier EARZE D RSA Z\BRSE
(TR AP 3 (RSA2048bit, RSA3072bit E7-1% -
RSA4096bit)
PR AR A Critical
authorityKeyldentifier AT D INBHEERRR
(AT SR+ (EATEABISED 160bit SHA-1 /v ¥ = fH) !
subjectKeyIdentifier FERE OB R+
(R g ) (FEREABEED 160bit SHA-1 /N ¥ = fH) !
keyUsage (#EMif) UFOWT &R iE
digitalSignature (FY#NLE4) [A7v =z ]
nonRepudiation (FEdBhHIE) [ 7T 3 ] Y
keyEncipherment (#ERF51k) [A 7 =3 ]
dataEncipherment (F—#E554k) [F7 T 3]
certificatePolicies Policy: 1.2.392.200091.100.371.1 (shal) F721%
GERZFRY v) 1. 2. 392. 200091. 100. 371. 2 (sha256)
CPS: https://repol. secomtrust. net/spcpp/pfm20/ N
EJ/el b
http://repol. secomtrust. net/spcpp/pfm20/
subjectAltName OtherName: UPN="=2—H% 7 U v 4” [+ 7=
(FEEEH4) ]
OtherName: “OID"="fEE 54" [A 73] N
Rfc822Name:” A —/L 7 KL A7 [4 73]
dNSName: " #—/3—4"  [F 7 a3 ]
extKeyUsage id-kp-clientAuth (7 A4 7 WEliF) [A 7> 3]
(BEaREE M%) id-kp-emailProtection (E-mail {#7#) [+ 7+ 2]
id-kp-serverAuth (F— X—@iE) [A 72 =] .

id-kp—timeStamping (¥ A LA X ) [F7 T 3]
SmartCard Logon (A~— b —Fruar4r) [4+7

a ]

© 2007 SECOM Trust Systems Co., Ltd.

P-27



https://repo1.secomtrust.net/spcpp/pfm20/
http://repo1.secomtrust.net/spcpp/pfm20/

% SmartCard Logon #&#RBFIL id—kp-clientAuth % [F]HF

JERIR
crlDistributionPoints A CA @ CRL $— ¥ A HTTP URL
(CRL BeAiARA > 1) ldap://repol. secomtrust. net/”IssuerDN”?certificate N

RevocationList [A 7> 3 »]

authorityInformationAccess accessMethod
(BEBITE T 7 & %) id-ad-ocsp (1.3.6.1.5.5.7.48.1)
accessLocation
O0CSP L AR Z—@ HTTP URL [A 7> =3 ] N

id-ad-calssuers (1.3.6.1.5.5.7.48.2)
accessLocation

AR CAFERAZ® HTTP URL [A 7> = ]

Netscape Certificate Type SSL Client [A 7> =]

(Netscape FIFFAE# 1 ) S/MIME Client [A7F > a3 ]

X [MERICHERE] LFo#i L CW DB, GEERFHEICREDOAEL L X HiLD
HHTH D,

¥ [F7var] LREL TV DAL, LRA MffEICREOAEAEZ b HHHE
THDH, B, AL T AR VAT AANED DMAEDETOLRENREE T 5,

711 1"—=Ya &
X.509 v3 Z T %,

7.1.2 FEAEDLE
RFC 5280 |[ZYEHL U 7= FERAESRIE Y + — /L REEHT 5,

713 7N ALAT V=7 M1
AP —EZZBVTHNSLNET AT XA OID X, RDOEBY THD,

Tay XA AV N e

rsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) 1}

sha256WithRSAEncryption | {iso(1) member-body(2) us(840) rsadsi (113549)
pkes(1) pkes-1(1) 11}

sha384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549)
pkes(1) pkes-1(1) 12}
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7.1.4 4REITER

A CA T, RFC 5280 TE®H b vzihl 4 2R 5,
FTRTCOFERRFEFE A (RFC 5280, Section 6 TEFR) 1OV TR/ S ADFEHE = &
(2. FEAERITE OBIL 7 4 —/L RO a— RENT-ARIE, FITEN5 CAZEHE
DEREHRNGL 7 4 — NV ROZ v a— RENTHR L A NEALCR— &5,

7.1.5 £ HilHY
HIE L7,

71.6 CP A7 Y= 7 N+
1.2 30E4 L5A1 © OID IZHE 9,

T17FEHET 0 7 7 A4 VR Y O —HEIYEEOF]
HIE L7,

7.1.8 RV AMEHG+ DO SER XL OE MK
SERAEZ1T RFC 5280 THIESNT-RY VEMiFE2EDH LN TX 5,

7.1.9 EHERFEAER Y LR OB O E L
HE L7,
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72CRL 277 A )L

74—V R (GEAGER) A Critical
version (X.509CRL /N— = V) Version 2 -
signatureAlgorithm (B4 7/ IV X L) LFOWF a2 iE

shalWithRSAEncryption
sha256WithRSAEncryption )
sha384WithRSAEncryption
issuer countryName ([E) JP
(AT organizationName LFOWT N Zi%iE
(AL SECOM Trust Systems CO., LTD.
SECOM Trust Systems Co., Ltd. -
organizationalUnitName | A< CA ® organizationalUnitName % #% €
(RELA% L) AHE
commonName (CN) A CA @ commonName % 3% E
thisUpdate (527 H H¥) CRL 23FAT S % H I,
nextUpdate (RIBISHTT2E H ) KO CRL MFAT S5 HIEE, -
thisUpdate 2> S K 10 B,
revokedCertificates serialNumber Bezh UT-FFHEICE £ 5 serialNumber
(KBHAEAE) (CREFGEAE Y 7 VE | L3 NEALTR—OfE
)
revocationDate RENMFA LT B IRF
(%0 H i)
reasonCode UTFOWTNIERE
(RZNELH) unspecified (RiEFE) i
keyCompromise ($#fG551k)
affiliationChanged (NZFZH)
superseded (GEFIETEHTIZ L D)
cessationOfOperation ({5 1)
certificatelold (—Hfg:1k)

74—V N (JE3REK) WA
CRLNumber  (CRL % %) CRL 27 N
authorityKeyldentifier —(JE4T# #E7kHT) FATHABAGED 160 £ k SHA-1 /N & .

= fE

© 2007 SECOM Trust Systems Co., Ltd.

P-30




721 13—V g &S

RFC 5280 IZHE =472 X.509 v2 CRL 7 5%

7.2.2 CRL ¥

reasonCode (OID 2.5.29.21) L3RI critical &~—2 L7220,
CRL = MU —¥LRIIMFAET RE 7208, L OB > THIRT HZ LN TE D,
CRLReason |Z unspecified (0) % & £ 720,
KENOHEEPEE SN TV RWEE, reasonCode =2 kU —DJEREHIET 5,

7.30CSP 7u 77 AL

FEARTEI RENE Critical
version Version 3
serialNumber CSPRNG mH?® 64 £ MU EOH %2 E
To 1 LL kA0 2159 i D TIE AV Vil
signatureAlgorithm T DWW iRE
sha256WithRSAEncryption
sha384WithRSAEncryption
issuer countryName JP
organizationName A CA D4
commonName A CA ® commonName % 5% 7E
validity notBefore FERIEE A LIRTORZI T 1 H AN OfE
notAfter CPS 6.3.2 A L OABREEDOFRIHIH )
\ZHLUE
subject countryName JP
organizationName R CA Ok
commonName OCSP L AR & —4
subjectPublicKeyInfo LUFOWT i,
RSA2048bit, RSA3072bit F 7 X
RSA4096bit
PLARAEIR RENE Critical
keyUsage digitalSignature Y
extKeyUsage id-kp-OCSPSigning N
id-pkix-ocsp-nocheck NULL N
certificatePolicies =3 N
authorityKeyldentifier FATHEANBEED 160 B> F SHA1 Ny = N
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[

subjectKeyldentifier FEARFARFED 160 B> b SHA-1 Ny = N
fiE

731 13— 9 VK5

A CA %, RFC 5019 & X' RFC 6960 [ZH#EHLT 5,

7.3.2 OCSP L9

OCSP i~ @ singleExtensions (Z1%, reasonCode (OID 2.5.29.21) CRL => kU —¥k
o m IR,
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8. YEPLMEREAY L fth o> FAM
K CAIX, ACPBIUCPS ITHEHLL TIHEHAN 2 I TWVDMIIHOWT, A 21T
9o A CA M7 9 YERULMERE R |\ ZBE4 2 3 HIC DWW TE CPS IZHET 5,

8.1 B M
ARIHIZHOWTIX, CPSIZHET 5,

8.2 B N DB IT /B
ARIEIZHOWTIX, CPSIZHET 5,

8.3 BEAT N &L gL AT oD BE%
ARIEIZHOWTIX, CPSIZHET 5,

8.4 BT T 5 FIH
ARIEIZHOWTIX, CPSIZHET 5,

85 MHDOFEFR L LTE BNDULE
ARIEIZHOWTIX, CPSIZHET 5,

8.6 BEATHE R DB
ARIEIZDOWTIE, CPSIZHET 5,
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9. D FEH; I L UVERFIA

9.1 Bt&
AR CA BFITT DFEHEBICEET 2 B& I oW TR, BIEHET 5,

9.2 HBHIET
T AN T AR RT AR, AR CA OEMAMEFHCHTZY |+ B 2 HERF 5
HD LT B,

9.3 I ER OB M

9.3.1 BEHE G H O #iFH
ARIEIZHOWTIX, CPSIZHET 5,

9.3.2 B G H OF A OIE
ARIEIZHOWTIE, CPSIZHET 5,

9.3.3 B IEH 2 h#ET HEIMT
ARIEIZHOWTIX, CPSICHET 5,

9.4 A NTEHROIRE
ARIEIZDOWTIE, CPSIZHET 5,

9.5 FIHI M FEME

LLFICRTEEMIT, B2 A N7 A N RATAXTRBT AMETH D,
A CP D BAALRTARVATLARIRET DME CEEELTT) ThHD
CPS o Ba AR RAT AR T DME CGEEHELZET) Tho
CRL . BEaARTFANVAT AR RBTHOMETH D

9.6 K ILRAE

9.6.1 FRGIER D FBALRAE

9.6.1.1 TA OFH{REE
TIaAFT AP RATLAXE, JA DEGEFTTDHICHTZVIROFFEEZA D,
CARAEAHDO X 2T 72ER - BHAITHZ &
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LRA 76 O HFEICHEAS WG EO MR AT, KB L OEHREZITH Z &
IA DY 2T LOEH, BEEHREZITH 2 &

CRL O¥1T, BEZITH L

URY b OHERFER AT 2 &

9.6.1.2 RA OFEIH{RGE

AL TFANRAT AR, RADEBEZETTAHIIHIEVROFBEEZHA D,
BEIAR DY X =2 T 7RBREE~ O E - EAZITH 2 &
AEAA R TIE, SREMMEGR S OB EZOMIZITY 2 &
TA ~DFEHEIRLT « RSO RE IEMED DT AT H Z &

9.6.2 FI| 17 DRBIIRGE

FRFIZ, KOBHEAI bDLET D,
FIURFIIGEEORITHIEICEE L T, B DR ERA RIS 2 2 &, Y #
WCEBERD S LA, TOEETHONIEIL N T ANV AT ARXE CTHAT
HT L,
fEFb D B H ORGRARET L2 &,
AEEOMIRIIA CPIZHES 2 &,
FIRZE S, REAEICEEO AR SHET 2R AEN ek Lo, izt
DD LW LIz a, £ LIIBERERICERERN b o256, FARFITEaL T
APV AT L RICGEAZFED RN T H0MIHFET H 2 L,

9.6.3 IRaEE DRIIIRGE

BREEF 1L, ROBHEAI bDET D,
A CA DFEHFEIZONWT, AIMEOHEREZITHY Z &,
FIUREDMER LTV B EEHZEO A ZMEIC SV T, ZEEO AR A8 E TV 720,
CRL I X D FFRHE O SN EN SN TR W HERZIT ) 2 &,
FIREOFRZEET 20O IIMREEE OBEETIT ) 2 &,

9.6.4 > BfRE DRALRIE
HE L7,

9.7 MELRGIE

tTa AT AN AT AXE, K CP 19.6.1 F8FERORIFLRE | ([ ZHE T 2 PRAEIC BEE#
L CHAET DV 2 5 MR E, FrRliRE, MEE E72IXRENEF I 2515
BOT, Flo, WRDBIRIE., T — X ORETITEOMORBBERE L < IXIRERE
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FITHTDEEZ RO,

9.8 FEALDHIR
A CP 19.6.1 BERMORWRIE] ONFIZEHL, ROGE, Ea LT AR AT AR
FELEZADRVWED ET 5,
Ta b b T AN RAT AXTER LRWAET A, REER E 7213088 2 L0 B4
T 5 —EDEE
FHENHCORBORITE BT DIZE T HE
FHZE DY 2T LMTEK L THAE L. —U0ESE
ta A TFANRT AR FIHEONN—FT =7, V7 by =7 ORE, FEEH
LZWVIEZDMOBEERKRIZ L > TELTEE
TALFTRAPYATLARDEICRT S 2 EDTERWERTIEHERS L O CRL (2
N ENTIERICERT HHEE
TaAA N TANATARADOEILIFET D2 EOTERWERTERZBEENTON
IRVVIRRECTAE L~ E
AEAEOMAICE L CRAT 2HE] LM%, —UoEE
B RO THEEBZ T2, "— Ry =T HHLNEY 7 b = TR T L3 Y XA
s R O EICER T 5 E
RIS, HUR . Wk, KL HElE, KK BE. BA BifL, T e ) XLAZ oo
RAFINTER T 5, AR CA DEBE RICERT 5 —H0EE

9.9 #iifE
A CA MFATT DREHFICET 2ME IOV TR, BIEBET 5,

9.10 AR AR L& T

9.10.1 AZ%hHAM
AKCP i, Bk —E AN BEZESOARIZE VAN E D,
AKCP 191027 \ZHET D TLRENIAK CP BNERh L 705 Z L id7zuy,

9.10.2 & T
A CPIZ, 19.10.3 & T DOhE LRk ITHETLHNEEZRETEI LA NI AN AT
AZANRE a2 LA R—+ for Member 2.0 Z##& T L= R TS L 725,

9.10.3 & T DRNA & Zh KAk
MAEZEDPEHEONMM ZHE T T 256, Ea LM T A MR T AR ERKE L ORI TR
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KRR TIT 868, Ea AT AR *‘/X?AX‘%S‘%{ﬂﬁ‘é%~t“x EETTHHETH
S>ThH, TOMWE EFR SN REIFHIIK TOREREZMOTFIHE, MiEE, a2 b
T AN AT HAXDE m%kiU%nAL7X%/XTAX WHINLDHDET D,

9.11 BALRE T O B % & i
YA T ARV RATARE, FIHERB X OWGEE AT 2 B8 2 R — L _—
A= NVEITEREICL - TIT Y,

9.12 &7

9.12.1 YT Fhe
A CPIE, B3 L FF R MY AT A ZDHMNC & > THEESKET Sh, B — b AR EE
BEROKBIZE > TRIT 5,

9.12.2 @A kR KO
RKCPEEHE LGS, BELEARCP 2T HA0NIARTHZ Ea2E - T, BBREICK
LCoEmET D,

9.12.3 A7 V=7 MBI FNEFE I NRT UL B WEE
HE L7,

9.13 i iRk ot

A CA BNRITTDHIEHBIZED MG HONT, B2 L M T A MU RAT LXK LT
B PR EEZ ZTENREFERICGRZA LD ET5561F, Ea A N7 A MU AT LXK
LTHANCEDEZ@HMT 26D LT 25, i X OBHMIT A TN IT 585
ALPRRERA A BB EEE & 35,

9.14 #EHLYE
A CP, CPS OfERR ., AuhEE L OGEHEORFIC b S HF IOV TIiE, BAEDE
BEEAT 5,

9.15 i F 1k sy
A CA L. ENICEB T 2 &Ml HBH 2 8EF L, e N— Ry =27 BIORY 7 b =T%
B> b0 L35,

9.16 HEHI|
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9.16.1 SE BB

TaALRNTANATLART, RP—EAORMICH -0 | FIHE F 72 IIRGEEE ORGE
AR CP, BXU CPS IZL» CEEMICED, ZNLUANDONETH DL EERmTHD L&
M7, e 88 b NEF LnbD LT 5,

9.16.2 HEFIGETESRIH
TaA LN TARNVRAT ARANAKRY—E A% = HIEET 28556, KCP, BXUCPS I
BOWTEHHIN-EEBLOFOMOBHOEEL AL T 5,

9.16.3 /HESTE
A CP. BLWCPS O—EDOLHENE Tho7-L LT, S CEICDER SN~
FHEIIAEDITHLLED LT 5,

9.16.4 FRHIHITIRIA
HIE L7,

9.17 & DD RIE
HE L7,
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